
Project Risk Management | N


 (
The ABC
Project Management Series
)

The following are suggested sections for the Risk Management Plan
Purpose of Risk Management Plan
Describe the purpose of the Risk Management Plan using the following guidelines.  Do not merely describe the content of the plan, but why Cost Management is necessary for the project.
Risk is an indicator of uncertainty about the future. The greater the investment in a project, the more one has to lose should any problems delay or derail the project. Risks on any project must be identified and analyzed so that project teams can prepare for their potential occurrence and lessen or eliminate their chance of occurring. 
The Risk Management Plan provides a systematic method of identifying and analyzing the effects of uncertainties in the project and to plan for minimizing or containing the consequences of any undesired event that may impact the success of the project.
Roles and Responsibilities
Describe how the following project participants, at a minimum, perform in the planning and execution of project communications
Project Sponsor 

Project Manager 

Project Team 

Project Stakeholders

Risk Manager

Risk Identification
During risk identification, the perception of a potential problem is documented in sufficient detail to enable effective assessment of the risk to support subsequent management decisions. Once the risk has been identified and reviewed, the risk is recorded into the risk database.
See Risk Inventory and Assessment at form end.
The project team systematically reviews the project deliverables and activities for possible risk information.  Typically, risk information is derived from:
Analysis of high-level deliverables
Analysis of the work Breakdown Structure(WBS) and Network diagram
Analysis of change requests
Project team input (experience, lessons learned etc.)
Stakeholder input (assumptions, organizational requirements etc.)
Risk Triggers
Risk triggers are events or performance characteristics that warn of the occurrence of risk events. An example of a risk trigger would be a supplier missing deliverable dates and delaying related activities and adding cost to project. 
Risk triggers are determined during the risk identification process and are captured on the Risk Control Form. 
Risk Analysis
The goal of risk analysis is to ensure that the risks are examined in a structured and systematic manner. The risk owner may work with the risk coordinator to formulate the initial risk assessment. Two methods of risk analysis are employed in this process – qualitative and quantitative analysis. 
A qualitative risk assessment qualifies the expected impact, probability, and timeframe of a risk. The results of the risk analysis are recorded on a risk identification form. The results are used to determine Risk Management priorities. 
A quantitative risk analysis is also accomplished where the impact of a risk is ranked against other risk events or in the case or performance, the risk is assessed as a percentage of reduction in performance.
Risk Severity
The results of qualitative analysis and quantitative analysis are captured on an impact/probability chart, called the Risk Severity Grid. The grid is used to determine the priority that is assigned each risk and the need to develop containment strategies.
Risk Response Planning
Risk response planning involves identifying the strategy for minimizing the effects of the risk to a level where the risk can be controlled and managed to ensure the project objectives are achieved. Risk reduction strategies include research, watch, mitigate, accept or transfer.
Each risk containment strategy will uniquely address the situation. However, strategies generally involve one of the following techniques:

	Avoidance
	To avoid a risk event, the project plan may be altered.  Better clarification of scope or product description may avoid the risk.  The additions of resources, time, and/or the development of a different approach are also risk avoidance techniques. 

	Transference
	Transferring responsibility for management of a risk may mitigate the risk.  This technique is typically used when strategizing financial exposure but does not eliminate the probability of the risk event.

	Sharing
	It is at times possible to share the impact of a risk event with a customer, third party vendor, etc.  This could result in an overall lessening of the risk impact and position all parties to better control, avoid or mitigate the risk event.

	Mitigation
	Mitigation attempts to reduce the probability or consequence of the risk event to an acceptable level.  This could involve an early action plan to address the issue before it becomes problematic by adopting less complex processes or adding more resources or time.

	Acceptance
	Acceptance of a risk by a project team indicates that the risk is within acceptable limits or that contingency plans are sufficient to ensure project success even if the risk event occurs.  Accepted risks typically require the development of a contingency plan (an alternative course of action should the risk event occur). This may include the allocation of a contingency allowance or reserve in terms of finances, time or resources.



Risk Documentation and Reporting
Create a central repository for risk information and mitigation strategies. This is typically an automated system where risk information is available to appropriate project team members and risk owners. Typical tools include the risk register (the complete risk database) and a monthly risk status report that is part of the OMB Exhibit 300 process. 
Risk Control
Define the risk control process that addresses risks on a periodic basis. Describe how risks are regularly reassessed and the risk database is updated. Describe how the risk triggers are regularly assessed and validated. Insure, on a periodic basis that new risks are being identified, assessed and captured in the database.
In order to successfully address the OMB risk categories for submission and scoring of the OMB Exhibit 300, the following Risk categories must be addressed to discuss plans, milestones and completion dates, and whether to eliminate, mitigate, or manage the risk.
	Date Identified
	Area of Risk
	Description
	Probability of Occurrence
	Strategy for Mitigation
	Current Status

	
	Schedule
	
	
	
	

	
	Initial Cost
	
	
	
	

	
	Life Cycle Cost
	
	
	
	

	
	Reliability of Systems
	
	
	
	

	
	Capability of agency to manage project
	
	
	
	

	
	Overall risk of project failure
	
	
	
	

	
	Technical Obsolescence
	
	
	
	

	
	Feasibility
	
	
	
	

	
	Dependencies and Interoperability
	
	
	
	

	
	Risk of creating “lock-in” – a monopoly for future procurements 
	
	
	
	

	
	Organization and Change Management
	
	
	
	

	
	Business
	
	
	
	

	
	Data/Info
	
	
	
	

	
	Technology
	
	
	
	

	
	Strategic
	
	
	
	

	
	Security
	
	
	
	

	
	Privacy
	
	
	
	

	
	Project Resources
	
	
	
	

	
	Management Complexity
	
	
	
	

	
	Departmental Reorganization
	
	
	
	



Appendix A. - RISK IMPACT CATEGORIES
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	Risk Event Impact
	Schedule Slippage
	Cost Increase
	Performance
(Scope and/or Quality)

	5 – Very High
	> 20%
	> 20%
	End product fails to meet customer needs

	4 – High
	10 – 20%
	10 – 20%
	Reduction in functionality or usability unacceptable to customer

	3 –Moderate
	5 – 10%
	5 – 10%
	Major impact in functionality or usability requiring customer approval

	2 – Low
	< 5%
	< 5%
	Relatively minor impact in functionality or usability

	1 – Very Low
	~ 0
	~ 0
	Very minor impact in functionality or usability


Assess the impact of each identified risk event.

Appendix B. - RISK PROBABILITY CATEGORIES
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	Risk Event Probability
	Likelihood of
Risk Event
	Response Strategy Difficulty

	5 – Very High
	> 80% – Risk event expected to occur
	No strategy available to counteract the risk event occurring.

	4 – High
	60-80% – Risk event more likely to occur
	Limited resources or strategies are available that will influence the occurrence of or contain the risk event. A high level of management attention is necessary.

	3 – Probable
	40-60% – Risk event may or may not to occur
	A higher level of management attention is required to develop strategies that will produce an acceptable outcome.

	2 – Low
	20-40% – Risk event less likely to occur
	With attention, normal management strategies should produce an acceptable outcome

	1 – Very Low
	< 20% – Risk event not expected
	Normal management strategies should produce an acceptable outcome.


Assess the probability of occurrence for each identified risk event.


Appendix C. - RISK SEVERITY GRID

	Impact
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After probability and impact assessment, identify the risk severity from the chart above. Risks are then prioritized based upon the severity of event.
(Red shaded areas represent the greatest risk severity with significant potential impact to the project.)
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Appendix D. - RISK CONTROL FORM
Form to be used for submitting project risks and formulating risk responses.


Appendix E. - RISK MANAGEMENT LOG
Form to be used for maintaining status of project risks.
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