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Required documentation:

· Relevant government and/or external requirements (i.e., laws, legislation, guidelines, regulations and standards) related to external relationships and external requirements reviews, safety and health (including ergonomics), compliance issues, privacy issues, information systems security requirements, and cryptographic data transmission, both nationally and internationally

· National or international accounting standards/pronouncements relating to the use of electronic commerce

· Taxation rulings relating to the use of electronic commerce

· Standards, policies and procedures concerning:

· External requirements reviews

· Safety and health (including ergonomics)

· Privacy

· Security

· Sensitivity rating of data being input, processed, stored, output and transmitted

· Electronic commerce

· Insurance

· Copies of all contracts with all electronic trading partners and with the electronic data interchange (EDI) vendor, if applicable

· Copies of all IT function-related insurance contracts

· Legal counsel advice on the requirements 
· Audit reports from external auditors, third-party service providers and  governmental agencies

Review the following process:

Policies and procedures are in place for:

· Ensuring that appropriate corrective action in relation to the external requirements review is undertaken on a timely basis and procedures are in place to ensure continuous compliance

· Coordinating the external requirements review, to ensure that corrective actions that guarantee compliance with external requirements are taken on a timely basis 

· Addressing appropriate safeguards, and safety and health objectives

· Ensuring that appropriate safety and health training and education are provided to all employees

· Monitoring compliance with applicable safety and health laws and regulations

· Providing adequate direction/focus on privacy so all legal requirements fall within its scope

· Informing the insurers of all material changes to the IT environment

· Ensuring compliance with the requirements of the insurance contracts

· Ensuring updates are made when a new/modified insurance contract is entered into

Security procedures are in accordance with all legal requirements and are being adequately addressed, including:

· Password protection and software to limit access

· Authorization procedures

· Terminal security measures

· Data encryption measures

· Firewall controls

· Virus protection

· Timely follow-up of violation reports
